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SpamNab ‘ spamnab.com

stop spam before it reaches

your computer & network

your email is vital, however it exposes your organization to a variety of
serious email-borne threats

blocks ransomware too. keep your mailbox clean ...

SpamNab is a fully featured mail security solution, which is suited to organizations of any size from small to medium businesses to
large service providers and enterprises.

Your incoming mails are directed to our global network of spam fighting servers. We scan your email for spam, phishing attacks,
ransomware, macros, malware &viruses. All offending mail is held in secure quarantine on our servers. Clean mail is automatically
forwarded to your server for delivery. SpamNab runs transparently & offers complete email security, with no software to install on
your email servers; and no changes on your email clients. Setup takes only a few minutes with any standard SMTP server regardless
iflocated on-premise (in-house) or with your favorite hosting company.
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protection against

ransomware spam

cryptolocker computer viruses

malware denial of service attacks (DoS)

spoofed undeliverable notices spoofed emails (not originated

from your domain)
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Instant Activation
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Unlimited Messages

No Contact Lock-in

features
256 bit TLS/SSL encryption with Perfect Forward Secrecy (]
for SMTP
Provides DMARC record; get notified when domain names (]
are exploited.
Built-in parallel outbound delivery from/to multiple hosted (V)
domains
Spam scanning for inbound and outbound emails originated V]
from non-intranet server
Powerful and innovative geographic filtering for Sender IP (V)
Server IP, URL IP and TLDs.
Verify Sender IP against weighted white/blacklist providers (V]
(score RBL).
Spammer database pollution by deploying unlimited spam (V]
traps for your website
Various validations for hostname, domain, IP, Helo/ehlo (]
commands and more
Anti-Virus checks & cleaning for inbound and outbound emails (V]
Different scores per domain for tagging and blocking SPAM (V)
Assign an outbound IP address per domain (V]
Enforce encrypted connection with email servers (V)
Internal DNS cache ]
Custom Spam TAG in the Subject Line V]

Prevent bounces
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Free Trial

Account Sync

cPanel -¥:PLESK

Geographic Redundancy

Message Encryption

Verifies incoming emails for DKIM and signs outgoing emails
(2048 bits RSA)

Protection against fake messages that appear to come from
your domain or from yourself

Built-in rules for newsletters and other messages generated
by automated systems

Protection against executable files, malicious content, scripts
and more

Eliminates a large amount of junk emails sent by infected or
hijacked computers

Protection against forged domains like (fake) yahoo.com
gmail.com etc.

Easy to replicate messages across the world by typing a
backup (sub)domain.

Relay outgoing messages through a global or per sender
domain ISP (smarthost)

Additional SMTP ports

Different quarantine account per domain

Various tests for embedded pictures

Fallback delivery on alternative email servers

Protection against wifi, dynamic, invalid or unknown hosts.

Whitelist [sender domain] & Blacklist [sender address]
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Outage Protection

Spectra Technologies India Pvt. Ltd.

#724, Jaina Tower I, District Center, Janakpuri, New Delhi-58
= enquiry@spamnab.com | &, +91-9810085985




	Page 3
	Page 4

